The subject of the study in the article is the mathematical network GERT model algorithm for analyzing the security of web applications, which allows you to find an arbitrary distribution function and the probability density function for the execution time of security of a Web application analysis algorithm. Objectives: The analysis of the problem and formulation of the task, task solution, flow chart of security of a Web application analysis, GERT model of security of a Web application analysis algorithm, probability density function for the execution time of security of a Web application analysis algorithm. The methods that are used: Methods of graph theory, security testing algorithms, methods of probability theory and mathematical statistics. The following results are obtained. An algorithm for testing the security of web applications is developed. A mathematical model of the algorithm for testing Web application security was developed, the model allowed to find an arbitrary distribution function of the statistical value of the vulnerability testing time. The probability distribution function for testing the security of web applications is found. This will make calculations and identify the most likely case of the law of distribution of the random value of the time of testing Web application security. Conclusion. A mathematical model of the algorithm security of a Web application analysis has been developed based on an exponential GERT network that is different from known models through taking into account DOM structure execution or analysis. The model can be used to study processes in automated systems as well as to develop new data security tools and protocols. Using exponential stochastic GERT models makes it possible to employ results obtained in an analytical form (functions, distribution densities) for comparative analysis and studies of more complex computer systems using mathematical methods. K e ywor d s : security of a Web application, a mathematical model, GERT model.
Introduction
Since the demand for web applications as well as web services is high, criminals have developed a keen interest in their potential vulnerabilities. Being originally targeted against server-side components, the key threats eventually turn into attacks on common users.
An analysis of Open Web Application Security Project (OWASP TOP-10) [1, 6] data has shown cross site scripting (hereinafter referred to as XSS) to be one of the most dangerous attack types (vulnerabilities).
An analysis of related literature has demonstrated that XSS is a user data validation error enabling a JavaScript code to be transmitted to the user's browser for execution. Such attacks are also commonly known as HTML injections as they are essentially similar to SQL injections, though the injected code is executed in the user's browser unlike in SQL injections.
The analysis of the problem and formulation of the task
According to [1-3, 6-8, 13] , the term XSS generally refers to immediate [1] and deferred [6] cross site scripting. In immediate XSS, the attacked server returns the malicious code (JavaScript) immediately as a response to an HTTP request. Deferred XSS means that the malicious code is stored in the attacked system and can later be injected to an HTML page of the vulnerable system. It follows from this classification that XSS fundamentally consists in the browser sending the malicious code to the server, after which it is returned either to the browser (immediate XSS) or to any other browser (deferred XSS).
A number of articles on the Internet provide a detailed description of the basic mechanisms of such threats as well as potential ways of quenching them. However, to identify the threats and the possible consequences of their spreading within secure IT project management as well as to develop optimal solutions to the problem requires the process of their initialization and spreading to be formalized mathematically.
Simulation of security of a Web application appears to be of special importance in this respect since DOM XSS is an XSS type where the result of the attack is stored not in the server response and thus not in the HTML code but in the DOM structure of the HTML page. The results of attacks made through such vulnerabilities can only be detected when executed or by a DOM structure analysis. The attack mechanism here is still a JavaScript code injection to the vulnerable segment.
Task solution
In order to mathematically formalize the algorithm of security of a Web application analysis, we will refer to the fundamentals of GERT network modeling as described by [9] [10] [11] [12] . Fig. 1 presents a flowchart for security of a Web application analysis.
The key stages according to the algorithm are as follows:
1. All <script> tags are retrieved from the code of the page analyzed and a list of tags to be analyzed is made.
2. A tag content analysis performed. In case the tags contain no code and only contain reference to a remote file, the file is accessed and the code is retrieved from it. The file contents is then analyzed for presence of potentially dangerous sections of code (sinks) that use client input (source).
The 3. If the code uses the source, an attack is executed with a specific marker that can be traced in the page DOM structure after the code has been executed (e.g. an injection of a text content to the DOM).
4. The DOM content is checked for presence of the marker. If the marker is in the DOM following the attack, it indicates a DOM vulnerability.
5. Steps 2-4 are executed for each script tag on the page. Fig. 2 provides a graphic presentation of the GERT model.
In the network presented here, graph nodes are interpreted as states of the computer system during DOM structure operation while graph edges are interpreted as probability and timing data for transitions between states. In particular, Edge (1,2) represents the time of tag content retrieval and analysis. Edge (2,3) represents timing characteristics of an attack that is executed in case of a source structure being present in the code. Edge (2,4) sets a random time of accessing the content of the remote file (sink search). Edge (4,2) represents the return to the state of executing the attack. Edge (3, 5) describes the continuation of the attack, in particular checking the DOM contents. Edge (5,6) represents the time of decision on vulnerability while Edge (5,1) represents the timing of transition to the next tag.
Fig. 2. GERT model of security of a Web application analysis algorithm
Look on a Table 1 
where 1 4 1 q p   . The point of interest of the process is characterized by high diversity of data analyzed and processed. Feedback can be organized in various ways. Fig. 2 
where  is a real variable, apply to GERT networks with cycles. This is due to the fact that finding singular points requires solving nonlinear equations. The more complex the GERT network structure is, the more complicated is the equation. A substitution is therefore suggested for modelling.
Complex transformation
where 4 2 2 1 4 Probability density function for the execution time of security of a Web application analysis algorithm is as follows:
